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Vintage cryptography

(a) twisted ladder (b) untwisted ladder

ot

Li= Ry

Re= Lict @ f(Rios, K0)

Figure 7.9: DES computation path.

5ot

subsiituton

HRi1 K = PS(B(Re-1) & K.)

Figure 7.10: DES inner function §.

7.83 Algorithm DES key schedule
INPUT: 64-bit key K = k... keq (including 8 odd-parity bits).
OUTPUT: sixtecn 48-bit keys K, 1 < i < 16.
1 Define vy, 1 < i < 16as follows: v; = 1fori € {1,2,9,16}; v, = 2 otherwise.
(These are left-shift values for 28-bit circular rotations below.)
2. T & PCI(K); represent T'as 28-bit halves (C, D). (Use P in Table 7.4 o select
bits from K Co = kskag ... ks, Do = keskss . . kq.)
3. Fori from 1 to 16, compute K as follows: C; ¢ (Ciey © ), D; « (Dicy
). K  PC2(C;, D,). (Use PC2 in Table 7.4 to select 48 bits from the concatena-
tion by s of C; and D, 14b17 ... boa. *” denotes left circular shif

o iation of i
in hardware or software code size. DES achieves this as outlined in Note 7.84,

7.84 Note (D, y . . :
key but reversed key schedule, using in order K16, Kis, .. , K (see Note 7.85). This
works as follows (refer to Figure 7.9). The effect of IP~" is cancelled by IP in decryp-
tion, leaving (Rys, L1g); consider applying round 1 to this input. The aneration an tha 1nfr
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DESin C

sl

s2

s3

s4

sb

s6

s7

s8

(r31 -~ k[47], r0 ~ k[11], r1 ~ k[26], r2 ~ k[3], r3 ~ k[13],
rd - k[41], &18, &116, &122, &130);
(r3 = k[27], r4 "~ k[6], r5 ~ k[54], r6 ~ k[48], r7 ~ k[39],

~ kx[2], r24 ~ k[37], r25 ~ k[22], r26 ~ k[0], r27 ~ k[42],

r8 ~ k[19],
(r7 =~ k[53]1,
r12 "~ k[5],
(r11 =~ k[4],
ri6 -~ k[20],
(r15 -~ k[36],
r20 -~ k[52],
(r19 =~ k[14],
r24 - k[30],
(r23

r28 ~ k[38],
(r27

~ k[16], r28 ~ k[43], r29 ~ k[44], r30 ~ k[1], r31 ~ k[7],

&112, &127, &11, &117);
r8 - k[25], r9 - k[33], r10 ~ k[34], ri1 ~ k[17],
&123, &115, &129, &15);

r12 ~ k[55], r13 -~ k[24], ri4 ~ k[32], r15 - k[40],

&125, &119, &19, &10);

ri6 - k[31], r17 = k[21], r18 ~ k[8], r19 ~ k[23],

&17, &113, &124, &12);

r20 ~ k[29], r21 - k[51], r22 ~ k[9], r23 ~ k[35],

&13, &128, &110, &118);

&131, &111, &121, &16);

r0 ~ k[28], &l4, &126, &114, &120);

(credits: Matthew Kwan)
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Enters Usuba
DES

plaintext key

Initial Permutation

| Round 1 |~—| Roundkey 1 |<—

!

| Round 2 |<—| Roundkey 2 |<—

Round 16 |~—| Roundkey 16 |4J

Final Permutation

ciphered

node

vars

let

tel

des ( plaintext
returns ( ciphered :

: ub4d, key :
u6bsd )

des :u64[17],
left:u32, right:u32

// Initial permutation
des[0] = init_p(plaintext);

// Computing the 16 rounds
forall i in [1,16],
des[i] = round(des[i-1],

roundkey<i-1>(key));

// Final permutation
(left,right) = des[16];
ciphered = final_p(right,left)

u6b4d )
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Enters Usuba

Single round

left key

52

|

sbox<0-7>

|

permut

N

52

J

output

right

expand

node round ( left : u32,
right : u32,
key 1 u48 )
returns ( output : u64 )
vars
sbox_in : u6[8], sbox_out : u4l[8]
let

// Expansion and xor with the key
sbox_in = expand(right) ~ key;

// Computing the S-boxes
forall i in [0,7] {
sbox_out[i] = sbox<i>(sbox_in[i])

}

// linear permutation and final xor
output = (right,
left ~ permut(sbox_out))
tel
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Enters Usuba

Permutation

perm init_p ( input : u64 ) returns ( out : u64 ) {
58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28,
20, 12, 4, 62, 54, 46, 38, 30, 22, 14, 6, 64, 56,
48, 40, 32, 24, 16, 8, 57, 49, 41, 33, 25, 17, 9,
1, 59, b1, 43, 35, 27, 19, 11, 3, 61, 53, 45, 37,
29, 21, 13, b5, 63, 55, 47, 39, 31, 23, 15, 7

\\ [ N % B : S S
NP

| , S SV G Ve e %,
\| oA
\ |/ //“5ﬁ///<i//}’"‘ 4%*%@9}‘”\\\
/ \pz /\ / \ y
= N/ N7/ NN/ NS/ NS (NS S\
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Enters Usuba

S-box / lookup table

cud ) {

: u6 ) returns ( out

table sbox_1 ( input

11

B

2

3
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1
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14
12
12
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12
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)

13

s 4: 15’
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B
>

10
8

10,
7

5, 12, 11,

15,
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Combinational circuits in software

a.0 al a2
/ V]
b.0 b1 b2
Usuba C
node example ( a : ) unsigned char example
returns ( b : ) (unsigned char a) {
let return
b.0 = a.1; (a>1&1) |
b.1 = a.0; (a<<1&2) |
b.2 = a.0 - a.2; ((a << 2) ~akd),;
tel }
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Bit-level parallelism

Inputstream ([0 (1 (0]O0|0[1}]1|1|0|0|1]|1

registers 1
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Bit-level parallelism

Inputstream (0 (1 (0]|]O0|0|1}]1|1|0J0|1]|1

registers 110
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Bit-level parallelism

Inputstream (0 (1 (0]|]O0|0|1})1|1|0]J0|1]|1

registers 11011
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Bit-level parallelism

Inputstream |0 |1(0|0O(O0O[2}|2|2|0|JO|1(1

registers 11011

= Matrix transposition
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Bit-level parallelism

Input stream

registers

o|l1]|ofo|of1|1|21|0]Of1]1
0{0|1]0

1{0]|1|1 [~]

0[1]|0]|1
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Bit-level parallelism

Inputstream |0 |1(0|O0|Of1]21]|1/0

0(0f1 0:|
registers 1101111
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Bit-level parallelism

|
registers fo ol1lo

Output stream| 1 (0 [ O
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Bit-level parallelism

registers olol1]o0

O 4
'_\

Outputstream|{ 1 (0|0 |0
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Bit-level parallelism

registers olol1]0

Outputstream( 1 |0 |O0O|O|O0O|21|1|1]|1
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Bit-level parallelism

registers olol1]o0

Outputstream| 1 |0 |0|O(O|1f21|2|1]|]1(0|1
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Scaling DES

Lower is better

45
Non-Usuba X
40 XX Usuba 3
35
o 30
& 25+
o
< 20
)
151 11.90 11.46
10 7.82 667
5 F 3.80 3.09
RN XY
) S < o 02 '
X > 2 ® Ny o
& P & <
X & &

D. Mercadier et al., Usuba, Optimizing Trustworthy Bitslicing Compiler, WPMVP’18
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Normalization

Variable expansion

node dummy (a:u4,b:u4) returns (d:u4)

let
d = c <K< 2;
c=a’"b

tel
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Normalization

Variable expansion

node dummy (a:u4,b:u4) returns (d:u4)

let
d = c <K< 2;
c=a"b

tel
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Normalization

Variable expansion

node dummy (aj,ap,asz,as,by,bp,bs,bs:bool)
returns (dy,dy,ds3,ds:bool)
let
(d1,dp,d3,dq) = (c1,c0,c3,C4) <<<L 2;
(C]_,C2,C3,C4) (alra2)a3sa4) - (bl:b2)b3rb4)
tel
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Normalization

Operator unfolding
node dummy (aj,ap,asz,as,bi,bp,b3,bs: )
returns (dj,dp,d3,ds: )
let

(d1,d2,d3,d4) = (c1,c2,c3,c4) <<< 25
(C]_,C2,C3,C4) (al:a2sa3:a4) - (b].:b2,b3:b4)
tel
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Normalization
Operator unfolding

node dummy (aj,ap,asz,a4,b1,bp,b3,bg:bool)
returns (dj,dp,d3,ds:bool)
let
(d1,dp,d3,dq) = (c1,c2,c3,C4) <<<L 2;
(c1,¢2,c3,c4) = (a1"bi,a2"bo,a3"b3,as " by)
tel
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Normalization

Rotation unfolding

node dummy (aj,ap,asz,a4,b1,bp,b3,bg:bool)
returns (dj,dp,d3,ds:bool)
let
(dj,dp,d3,ds) = (cy,c2,c3,cq4) <<< 25
(c1,c2,¢3,c4) = (a1”b1,a2"bp,a37b3,a3"by)
tel
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Normalization

Rotation unfolding

node dummy (aj,ap,asz,a4,b1,bp,b3,bg:bool)
returns (dj,dp,d3,ds:bool)
let
(dy,dp,d3,dsq) = (c3,c4,C1,C2);
(c1,c2,¢3,c4) = (a1”b1,a2"bp,a37b3,a3"by)
tel
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Normalization
Tuple unfolding

node dummy (aj,ap,asz,a4,b1,bp,b3,bg:bool)
returns (dj,dp,d3,ds:bool)
let
(dy,dp,d3,dsq) = (c3,c4,€1,C2);
(c1,c2,¢3,c4) = (a1”b1,a2"bp,a37b3,a3"by)
tel
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Normalization

Tuple unfolding

let
di
dz
ds
ds
c1
c2
c3
cq

tel

c3;
Ca;
c1;
c2;
a1”by;
az"bo;
az"bz;
a4 by

node dummy (aj,ap,as,as,bi,b2,b3,bs:
returns (dj,dy,d3,ds:

)
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Optimizations
Scheduling

Idea: remove “chunks” of instructions to minimize live ranges

x=ar” b ~ x_1 a_1l "~ b_1;
y =t y_1 = f(x_1);
x_2 =a_2 " b_2;
y_2 = £(x_2);
1 111 x_3 =a_3 "~ b_3;
XL = A -5 _3 = £(x_3);
X2 =232" b2 7 1_4 =ad " b4
x.3 =23 " b3 y_4 = £(x_4);
x_4 = a_4 b_4;
y_1 = £(x_1);
y_2 = f(x_2);
y_3 = £(x_3);
y_4 = £(x_4);
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Optimizations

Interleaving

Idea: Interleave several encryptions to reduce pipeline stalls

y_0 =x_0 x_1;
y_0’ =x_0’ ~ x_1’;
y_0 = x_0 "~ x_1; y_1 =y.0 = x_2;
y_1=y_.0 "~ x_2; y_1’ =y_0’ = x_27;
y_2 =y_1 "~ x_3; y_2 =y_1 = x_3;
y-3 =y.2 " x 4 y_2’ = y_ 1> " x.3°;
y_3 =y_2 ~ x_4;
y_3’ =y_ 2> T x_4’;
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Transpiling to C

let
c1
di
c2
d2
c3
ds
Ca
dg

tel

node dummy (aj,ap,a3,as,b;,b2,b3,bs:
returns (dj,dy,d3,ds:

a;“by;
c3;
az"bo;
C4;
az"bz;
C1;
as"ba;
c2
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Transpiling to C

void dummy (__m256i aj,__m256i ap,__m256i a3,__m256i a4,

__m256i by,__m256i by,__m256i bsz,__m256i ba,
__m256i*d;,__m256ixdy, __m256i*d3,__m256ixdg) {

c1 = a1"by;

*d3 = c1;

c2 = ax"by;

*dg = c2;

c3 = a3"bz;

*d; = c3;

C4 = as"by;

*dp = cg;

}
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Performance: Usuba vs. Reference

Serpent/x86-64
Serpent/SSE2
Serpent/AVX2

Serpent/AVX
Rectangle/x86-64

Rectangle/SSE4.2
'_(c:) Rectangle/AVX2
% Rectangle/AVX
._g’- DES/x86-64

Chacha20/x86-64
Chacha20/SSSE3
Chacha20/AVX2
Chacha20/AvX
AES/SSSE3
AES/AVX

-20

-10

0
Usuba speedup (%)

10

20
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SKIVA

(from Old Norse skifa, a slice.)

Threat model:

e time-based SCA
e electromagnetic SCA

bitslicing
higher-order masking

e data faults spatial redundancy

L1l

e control faults temporal redundancy

= Aggregated bitslicing model

in collaboration with Pantea Kiaei, Patrick Schaumont (Virginia Tech)

and Karine Heydemann (LIP6)
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Intra-instruction redundancy
Rs € {1,2,4}

‘ b31| bao” b29| b28| b27| b26| b25| bz4| b23| b22| b21| bzo| b19| b13| b17| b15| b15| b14| b13| b12| b11| bm| by | bg | by | be H bs | by | b | by | by | bo ‘ Rs=1

o B o T [ o [ s [ o o ] ol i » R

o [ o Ro=1

= Duplicate the same data to R slices
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Higher-order masking

D e {1,2 4}

[ 64] o] 3] B3] 03] ] 3] 4] 5] o] 4] ] ots] ] 1] ohe] o] o] B8] o] o] eho] 28 [ 63 [ o2 [ed [ 8 [ et [ ea [en [ et [ D = 1

(8] 63 62 ok 8] bha] &3] 12| B Bh] 63| e1o 88 [ B8] #3 | o3 [BEJBR] o2 | o5 [ 8] 68 2 [ ot [ &3 [ 8 | &3 [ sd ] 2 [ ot [ BB [ 8] D = 2

(BT - [ ] ] = [ [RTAT] o [ 2] 2] i [ ] [t [ e[ ] o [ ] e [ 4 [ ] 8] 0 = ¢

= Spread b; into D shares

“Parallel Implementations of Masking Schemes”, 2016, Barthe et al.
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Security, compositionally

[ o3 D3] ] o3 o3 o8] o8] b3 o1 oh] 4] b bls] o3 o3 b3 i b1 1] o] o1 eid] 68 [ sa [ o2 [ ok [ o4 [ ed [ 3 [ o3 [ o1 [ 8] (D, Rs)

L] o1 et o1 bk oio 8] s [BE] ot [ e8] o [ 63 [ o2 o3 [ 6 ] ei] o] o3| et ob] et B8] o3 [BE] o3 [ 8] et [ o3 [ 3] ot [ 8] (D. o)

by

by

by

(e8] ot [ ] ox [ s [ o2 ] o [ b Jeh] oe [oa] o s et o [ [h] e [] o4 Tex ] et [ of [ k] et [ 8

[ i o] o1 e bt o3 ot o ] o2 et B (88 o2 | o2 [@R] ] o2 | o3 [ B8] B8] o2 | i [ 3 [ sa [ 8 ea [ et [ et [ & [ 8] (D. Rs)

COE

by

by

got] i3] i [ ] er [ ] oa] et [ ot [ sk [ b [ R ] i 22

(a]et|s]a]e| o[ m]ea] ] oa ]3] o3| i [ ot [ sd b ] 3] o2 2 [ 3] o2 ok [ [ b ] w2 ] e [ 3] wa ] ek [ et [ e 4] (. Ro)

(el el e or] e [ e [ o ] ot [od [ oa [ oA v [ 2] e [ ok [t [ s [t [ s ] ot [ o3 [ o8 o [ ot [ ot [ 2] ot [ i i ] e8] 8] (O. R-)

(o] ed| s o] et] | s3] e ot ] ot [ et | ot [ o] ca [ b ] o] e2 ] 2 [ e ] es | w2 [ e [ o2 i [ i [ 2 i [ k| ed] &2 [ 6] (D. R:)

[ [ R[TR  f  [o TR[R R ] [ R R T o [ETR[T] ..

= Static allocation of slices!

si[st[ et 8] (D. Ro)

] [ A E [ [ Ea] 0. v

=)
=(1L2)
=(14)
=21
- (22)
=(2,4)
=(4,1)
=(42)

= (4.4)
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Conclusion

Usuba:
¢ High-level description of combinational circuits
® Generates optimized C code

¢ Bitslicing as a programming model

Future work:
® Optimizations: counter caching, masking...

® Certified compiler, circuit equivalence

® Compiling for embedded systems

https://github.com/DadalsCrazy/usuba
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Side-Channel
and /or
Fault
countermeasures

Collaboration with Pantea Kiaei, Patrick Schaumont (Virginia Tech)
and Karine Heydemann (LIP6)



SKIVA

Skiva (c.): from Old Norse skifa, a slice.

Threat model:

time-based SCA
electromagnetic SCA
data faults

control faults

bitslicing

higher-order masking

spatial redundancy

L1l

temporal redundancy

= aggregated bitslicing model
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Higher-order masking (D € {1,2,4})

[ 53] 3] 3] B3] 03] 3] 3] 3] o8] o] 0] ] o] eha] o] ohe] o1s] ohe] o] ehe] o] eho] 68 [ 63 [ o2 [ ea [ e [ed [ e [ o2 [ et [ D = 1

(3] 61 62 ok 8] bha] &3] 12| B Bh] 63| e1o 88 [ B8] 23 | o3 [BEJBR] o2 | o3 [ B3] 68 o [ ok [ &3 [ 8 | &3 [ sd ] 2 [ ot [ BB [ 8] D = 2

(BT - [ =] ] = [ [RTATE] o [ 2] ] i [ ] [t [ e[ ] o [ ] e [ [ ] 8T h] 0 = ¢

# input: %i2 (a), %i3 (b),

# %i4 (random)

# output: %00

AND %i3, %i2, %ob

SUBROT %i2, 2, %10

AND %i3, %10, %03

XOR %05, %id, %02 G. Barthe et al.,

XOR %02, %03, %ol Parallel Implementations of Masking

SUBROT vida, 2, Y11 Schemes and the Bounded Moment

XOR %o1, %11, %00 Leakage Model,
2016

2" order protected multiplication
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Intra-instruction redundancy (R, € {1,2,4})

‘ b31| bao” b29| b28| b27| b26| b25| b24| b23| b22| b21| b20| b19| b13| b17| b16| b15| b14| b13| b12| b11| b10| by | bg | by | bg H bs | by | bs | by | by | by ‘ R =1

[Bas] 1] B[ bro] bua] o] o | b6 [IB2] b [B5 [ s [ b3 [ 52 [ b1 [ B0 | bus] bua] sa] B[ ba] o] B | b6 B s [[Bs [ 6 [ 5 [ b2 | b1 [0 | Rs = 2

el & [Bs] & [ [ o ] o [ o] o [ & [ [o ] x [ ] b [ & T T2 ] o oo ] b ] [ [ o & 0] R = 4

Instruction format Semantics
TR2 rsl, rs2, rd Normal — Bitslice
INVIR2 rs1, rs2, rd | Bitslice — Normal
RED rs, imm, rd Redundancy Generation
FTCHK rs, imm, rd Redundancy Checking

ANDC16 rs1, rs2, rd | Redundant AND (R=2)
XORC16 rs1, rs2, rd | Redundant XOR (R=2)
ANDC8 rs1, rs2, rd Redundant AND (R=4)
XORC8 rs1, rs2, rd Redundant XOR (R=4)
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Combined masking and intra-instruction redundancy

1
bag|

11
b27| bag

1
bag|

1
big)

1 pr
b17| big|

1
byg|

1
by

sb o] 63 | s8] 01 23

b

5[ o}

b3

1{pt | pL 1 pi | pr] pi| pt] pt 1 pr
‘ b31| b30| bag b24| b23| b22| b21| b20| brg) b14| by

s8] (D, Rs) = (1,1)

[b1] o1 o1 ot ek o1 B8] o3 B2 o [ o2 [ o4 [ 3 ] ot [ ] o] oid] o] et eh] st ] o3 [8H] o4 [ B8] st [ ed [ 3 st [ 6] (D. Re) = (1.2)

e8] e [ o4 [ o8 o8 ] ot [ ] o4 o8] ot [t o8 of g oA oo [o8] ot [ o8] o8] ot [ o] o4 [ e8] et [ et et [ vf 8] (D. R.) = (1, 4)

b

[ et 52 o] e o1 ] et sa o] et e[ B8] B3] ¢2 | o [ [EA] %

by

(B = [ [5] =

o[ ed] e [oi [ e[ e [es s o [ i [ 8] 8] (D. Re) = (2.1)

8 et [ o8] o3 o2 [ o [ g [ [0 2 | o [ eh] v [ ot [ et [ ] ] o2 [ o[8[ 8] (O, R) = (2,2)

La[oi]oa[ea] ei [t [ o] ea[os [a] o] et [ ot [ ] ] ea [ s [ s8] o] et [ et [ [ ] ea [ ea ] o] [ et [ ] 8] (D. Re) = (2.4)

bg|bg

AEEE

b

=] e]=]x 4

o] e [ o s [ os] o[ ea [ ot [ i [ o8 ] et [ o [ 3 [ i [ i 6] e8] B8] (D. R:) = (4.1)

(][] a]ea] e o3| s3] oa] ot [ o2 [ i [ ot [ o6 [ ea | cd [ mi [ s [ o2 [ 3 [ [ et ] e2 | e8| ea [ ot [ o2 [ o [ ot [ [ 8] B8 B8] (D. Re) = (4.2)

[t [ o of [ o [ e ef] ot [ ] o | ot [ [ A s8] ot [ o5 [ o [ ot [ [ o g [ o] vt [ ot [ ] ot [ e[ 6] 8] (D. Ro) = (4.4)
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Temporal redundancy (R; € {1,2})

void AES_secure(uint plain[128], uint keys[11][128],
uint cipher[128]) {
uint state[128];
// Aggregated bitslice ‘state‘: plain and first round
init_round(state, plain, keys[0], keys[1]);
// Data-duplicated loop counter, increment and guard
int round_cpt = 1 | (1 << 4);
const int incr = 1 | (1 << 4);
const int last_round = 9 | (9 << 4);

// Duplicated loop structure
while (1) {
while (1) {

// Retrieve key from duplicated round index
uint[128] round_key = load_key(keys, round_cpt);
// Compute current and previous round in parallel
AES_round_bitsliced(state, round_key, plain);
// Check temporal redundancy
check(state, plain);
memcpy_secure(plain, state, 128*sizeof(uint));
// Increment data-duplicated counter
round_cpt += incr;
// Duplicated loop exit

if (round_cpt == last_round) break;
}
if (round_cpt == last_round) break;
}
// last round twice, checked for temporal redundancy
..
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SKIVA /Usuba: attacker model

D D
1 1

(I)
R. 2 R. 2
4 4

I Cycle-accurate and bit-precise
II' Cycle-accurate or bit-precise
.. intra-instr. redundancy Il Physical protection against CPA
IV Physical protection against faults
V Physical control-flow integrity

higher-order masking

temporal redundancy
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TVLA

1%t order masking - 1 order t-test

1st order t-test

T

t value

!

! !

!

!

0

2000

4000

6000 8000
sample

10000

12000
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TVLA

3" order masking - 15t order t-test

1st order t-test

T T

t value

4+

! !

! ! !

! !

0 2000 4000

6000

8000 10000 12000
sample

14000 16000
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TVLA

3" order masking - 2" order t-test

t value

2nd order t-test

T T

T

4+

! !

!

! !

!

! !

2000 4000

6000

8000 10000
sample

12000

14000 16000
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TVLA

3" order masking - 41" order t-test
4th order t-test

T

T T

t value

! ! ! ! ! ! ! !

8000 10000 12000 14000 16000

0 2000 4000 6000
sample
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TVLA: complementary redundancy

1%t order masking - 1 order t-test
1st order t-test

T T

t value

2 2.2 2.4 2.6 2.8 3 3.2 3.4 3.6
sample «10%
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TVLA: direct redundancy

1%t order masking - 1 order t-test
1st order t-test

T T

t value

1.4 1.6 1.8 2 2.2 2.4
sample «10%
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TVLA: complementary redundancy

15t order masking - 2"? order t-test
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2nd order t-test
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TVLA: direct redundancy

15t order masking - 2"? order t-test
2nd order t-test

25
20 [ 1
15
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5k

woonem e Wm0y
L L MM I Wh e u‘ W ik Ml\ M\ M

-10 [

0

t value
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-15

-20

o5 . . . . . .
0 2000 4000 6000 8000 10000 12000

sample
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Performance

D
Re =1 1 2 4
1| 44C/B | 173C/B | 459 C/B
R | 2| 8C/B |408C/B | 1179C/B
4 |169C/B | 767C/B | 2157C/B
D
Re = 1 2 4

127C/B | 447C/B | 1151C/B
261 C/B | 1036 C/B | 2874 C/B
512C/B | 1972C/B | 5318 C/B

&0
=~ N = N
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Usuba



m-slicing

64 bits 64 bits 64 bits
16 bits l__lzlt 16 bits
4 AT J
¥4 7
il \
[T J
‘ ’ ‘ ‘ ‘ ‘ 1 \ ‘ ‘ ‘ ‘ ‘ ‘
4 64 4
registers ‘ " ‘ ‘ ‘ ‘ registers| registers ‘ ‘ ‘ ‘ ‘ ‘
’ NN
‘ ‘ ‘ ‘ ‘ [T J
SSE registers : 8 x 16 bits SSE registers : 128 x 1 bits SSE registers : 16 x 8 bits
u 16x4 uix64 ukl_e)_(ll
(V-slicing) (bitslicing) (H-slicing)

Same Usuba code for each version, except for the types!

19/39



Rectangle in Usuba

table SubColumn (input:u4) returns (out:u4) {
6,5, 12, 10, 1, 14, 7, 9,
11, o0, 3 , 13, 8, 15, 4, 2
}
node ShiftRows (input: ) returns (out:
let out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13

tel

node Rectangle (plain: ,key: )
returns (cipher: )

vars round :

let

round[0] = plain;
forall i in [0,24] {
round[i+1] = ShiftRows(SubColumn(round[i]
}
cipher = round[25] ~ key[25]
tel

~ keyl[il))
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Bitsliced AES

Plaintext

AddRoundKey

SubBytes

ShiftRows

MixColumns

SubBytes

ShiftRows

|

Ciphertext

AddRoundKey f——

AddRoundKey f—

key

node AES (plain:ul28,key:ul28[11])
returns (cipher:ul28)
vars
aes : ul28[10]
let
// Initial AddRoundKey
aes[0] = plain ~ key[0];

// 9 rounds (the last is special)
forall i in [1,9] {
aes[i] = MixColumn(
ShiftRows (
SubBytes( aes[i-1] )))
"~ keyl[il
}

// Last (10th) round (no MixColumn)
cipher = ShiftRows(SubBytes(aes[9]))
~ key[10]
tel
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Expressivity

Cipher | Standard (sloc) | Bitslice (sloc) | Usuba (sloc)
DES 220 400 125
AES 105 800 79

Serpent 88 38

Chacha20 43 64
Camellia 120 \ ? 98
Rectangle 60 37

Table: Code size! of various ciphers.

Lonly the block function, without key schedule
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Optimizations

m-sliced code scheduling

Idea: increase Instruction Level Parallelism (ILP)

y_0 =x_0 7 x_1; y_0 =x_0 "~ x_1;
y_1=y.0 ° x_2; z_0 = pshufb(a_0,[0,2,1,3]);
y-2 = y_.1 "~ x.3; y_1=y.0 = x_2;
y_.3 =y.2 " x_4; z_1 = pshufb(a_1,[0,2,1,3]);
z_0 = pshufb(a_0,[0,2,1,3]); y_2 = y_1 = x_3;
z_1 = pshufb(a_1,[0,2,1,3]); z_2 = pshufb(a_2,[0,2,1,3]);
z_2 = pshufb(a_2,[0,2,1,3]); y_3 = y_.2 " x_4;
z_3 = pshufb(a_3,[0,2,1,3]); z_3 = pshufb(a_3,[0,2,1,3]);
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Evaluation



Backend architectures

Code name CPU Compiler SIMD
SKL-X Skylake 19-7900X icc17.0.2 | SSE, AVX2, AVX-512
KBL Kabylake i7-7500U | clang 4.0.1 SSE, AVX2
PowerPC PowerPC 970MP gcc 4.0.0 AltiVec
ARMv7 ARMv7 gcc4.9.2 Neon
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High-end Intel speedup

® L1 cache misses

® Throttling

® 2-operands (SSE) vs 3-operands instructions (AVX+)
® Number of registers (SSE: 8, AVX: 16, AVX512: 32)

e SIMD warm-up

® Number of ports / execution units of the CPU

® Instructions available (e.g. vpternlog)
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Bitslice DES performance

Cycles/Byte

Lower is better

45
Non-Usuba X

40 - Usuba 3

35

30

25

20 |

15T 11.90 11.46

10 7.82 667

5 F 3.80 3.09
RN XY

X A O U
N ’&\ bb( v \\'\"
X & &

D. Mercadier et al., Usuba, Optimizing Trustworthy Bitslicing Compiler, WPMVP’18
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Bitslice DES scaling

Lower is better

5 T T I I
32-bits (XXX
64-bits 1
4| 128-bits === 7]
256-bits ==X
512-bits 273
o 3+ RN T -
%
8 7/7 \\\ N\
w2 .
// 7\\\ 7
. . %
/ N\
1 % / |—' / |—' |_' —
0 /
ARMv7 PowerPC KBL SKL-X

Architecture
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V-sliced Chacha20 performance

Cycles/Byte

Lower is better

Non-Usuba =X
Usuba =3

2.27
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H-sliced AES performance

Lower is better

12
Non-Usuba =X
0 067 Usuba =3
10 | 9.
) gl 7.90 749
s,
Q
7 6 5.64 5.53
S
]
ar 3.21
2 -
0.99

ref SSSE3 K&S AVX  Kivilinna AVX2  AES-NI
SSSE3 AVX
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Rectangle: comparison of slicing modes

cycles/byte
- - N N w
o (&} o (9] o

(&)

R R RRRRRRRRKS
R RRRARKRARKIA

Lower is better

SRS st ]
& @ ] . @
4’?0 ‘-){@\\ © £ ¥ v"\\o
GP SSE AVX2 AVX512
(64-bit) (128-bit) (128-bit) (256-bit) (512-bit)
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Transposition



Transposition

Intuition:
Since |4 B T AT T

and AT and BT are stored in the same registers,
they can be computed at the same time.

O(n log(n)) for n? bits
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Transposition

Lower is better

1.2 A
1.10
0.8

0.6 0.54

Cycle/bit

0.25

0.2 0.16
0.10 0.09

O T T T T T T
GP-16 GP-32 GP-64 SSE-128 AVX-256  AVX-512
Implementation
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Transposition

int n = (1UL
for (int j =
for (int k
uint64_t
uint64_t
uint64_t
uint64_t
datalj +
datalj +

void transpose(uint64_t datal[64]) {
for (int i = 0; i < 6; i ++) {

<< 1i);
0; j < 64; j += (2 * n))
=0; k <n; k ++) {

u

o<

<

datalj + k] & mask_1[i];

= datal[j + k] & mask_r[i];

datalj + n + k] & mask_1[i];
datalj + n + k] & mask_r[i];
u | (x > n);

n+k]l = (v <<n)ly;

Straight forward adaptation to SIMD!

36/39



Verification



Verification

Normalization Optimizations Generation of C code
Usuba Usuba0 Usuba0
Extraction of Extraction of
73 equations \ 73 equations
Equivalence
, checking
Formal — 73 equations |« —» 73 equations
proofs
Translation
validation

¢ Validate compilation

® Validate manual modifications
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Verification

Validating manual modifications

table sbox_lookup (i:u4) returns (o:uéd) {
8, 6, 7,9, 3, 12, 10, 15,
13, 1, 14, 4, 0, 11, 5, 2

}
node sbox_circuit (a,b,c,d: ) returns (w,x,y,z: )
vars t01,t02,t03,t04,t05,t06,t07,
t08,t09,t10,t11,t12,t13,t14:
let
t01l = a | c; t02 = a ~ b; t03 = d ~ t01;
w = t02 = t03; t05 = ¢ © w; t06 = b ~ t05;
t07 = b | t05; t08 = t01 & t06; t09 = t03 ~ t07;
t10 = t02 | t09; x = t10 ~ t08; t12 = a | d;
t13 = t09 ~ x; t14 = b ~ t13; z = "t09;
y = t12 " t14;
tel

check_equal (sbox_lookup,sbox_circuit)
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