S NS Ph.D. Defense @
Usuba,
Optimizing Bitslicing Compiler

Darius MERCADIER

Jury:
glifre'f/[‘ﬁiisgg ](DSAGANP (A)dVIS or) Defended on:
illes Upervisor November 20, 2020

Karthik BHARGAVAN (Reviewer)
Sandrine BLAZY (Reviewer)
Caroline COLLANGE

[ ] :
I Xavier LEROY ;’ L
I p Thomas PORNIN eA—

Damien VERGNAUD



Cryptography

‘ Are you working on your PhD? >

< Nah, mostly playing video games ‘

2/42



Cryptography

‘ Are you working on your PhD? >

< Nah, mostly playing video games ‘

2/42



Cryptography

440*cKMLYc

2/42



Cryptography

440*cKMLYc

2/42



Cryptography

SQL

440*cKMLYc

2/42



Cryptography

@HTTPS /)

440*cKMLYc

2/42



Cryptography

@HTTPS /)

440*cKMLYc

2/42



Cryptography

440*cKMLYc

2/42



Cryptography: need for speed

w7,

s

3/42



Cryptography: need for speed

3/42



Cryptography: need for speed

3/42



Cryptography: need for speed

3/42



Cryptography: need for speed

./-
D%§
)i . M

3/42



Cryptography: need for speed

f ./-\

ﬂll‘ ‘B

3/42



Cryptography: need for speed

Hardware

f ./-\

Dll

*.\M\\.

3/42



Cryptography: need for speed

Hardware

® cipher-specific

3/42



Cryptography: need for speed

Hardware

® cipher-specific

® get in silicon

3/42



Cryptography: need for speed

Hardware
® cipher-specific

® get in silicon

Bitslicing (software)

3/42



Cryptography: need for speed

Hardware
® cipher-specific

® get in silicon

Bitslicing (software)

N\

® any cipher

3/42



Cryptography: need for speed

Hardware
® cipher-specific

® get in silicon

Bitslicing (software)

® any cipher
® fixable

3/42



Bitslicing

High-throughput software circuits

input stream 0

registers

4/42



Bitslicing

High-throughput software circuits

input stream 1

registers

4/42



Bitslicing

High-throughput software circuits

input stream

registers

4/42



Bitslicing

High-throughput software circuits

input stream

registers
= Matrix transposition

4/42



Bitslicing

High-throughput software circuits

input stream

registers

4/42



Bitslicing

High-throughput software circuits

input stream

registers

Wider registers = More parallelism
(SSE, AVX, AVX2, AVX-512,...)
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Writing bitsliced code

Speed

C
(optimized)

Readability

s2 (13 - k[5], 14 ~ k[41], 15 ~ k[32], 16 ~ k[26], 17 ~ k[17],
18 - k[54], &r12, &r27, &rl, &ri7);

s3 (17 - k[6], 18 ~ k[3], 19 ~ k[11], 110 - k[12], 111 ~ k[27]
112 ~ k[40], &r23, &r15, &r29, &r5);

s4 (111 -~ k[39], 112 ~ k[33] 113 = k[34] 114 - x[10], 115 - k[18],

116 ~ k[55], &r25, &r19, &r9, &r0);
s6 (115 - k[16], 116 ~ k[7], 117 ~ k[1], 118 ~ k[43], 119 - k[31],
0

er2);

s6 (119 ~ k[49], 120 ~ k[9], 121 ~ k[0], 122 ~ k[44], 123 ~ k[15],
124 ~ k[38], &r3, &r28, &ri0, &ris);

s7 (123 - k[37], 124 - k[45], 125 ~ k[2], 126 -~ k[35], 127 - k[22],
128 - k[14], &r31, &rif, &r2i, &x6);

s8 (127 ~ k[51], 128 N k[23] 129 N k[52] 130 - k[36], 131 - k[42],

10 - k[8], &r4, &r26, &rid, &r20);

s1 (r31 - k[39], r0 - k[3], r1 - k[18], r2 ~ k[27], r3 ~ k[5],
r4 - k[33], %18, &116, &122, &130);

s2 (r3 - k[19], r4 ~ k[65], r5 ~ k[46], r6 ~ k[40], r7 ~ k[6],
r8 ~ k[11], &112, &127, &l1, &117);

s3 (x7 ~ k[20], r8 ~ k[17], r9 ~ k[25], r10 ~ k[26], r11 - k[41],
ri2 - k[54], &123, %115, &129, &15);

s4 (i1 - k[53], r12 - k[47], 13 ~ k[48], r14 ~ k[24], r15 - k[32],
ri6 " k[12], &125, &119, &19, &10);

s5 (r15 ~ k[30], r16 - k[21], r17 ~ k[15], r18 - k[2], r19 - k[45],
r20 - k[42], &17, &113, &124, %12);

s6 (r19 - k[8], r20 ~ k[23], r21 - k[14], r22 ~ k[31], r23 ~ k[29],
r24 - k[52], 13, %128, %110, &118);

s7 (r23 ~ k[51], r24 - k[0], r25 ~ k[16], r26 ~ k[49], r27 ~ k[36],
r28 - k[28], &131, &l11, &121, &16);

s8 (r27 ~ k[38], r28 ~ k([37], r29 ~ k[7], r30 ~ k[50], r31 ~ k[1],
r0 " k[22], &14, &126, &114, &120);

s1 (131 ~ k[53], 10 ~ k(17], 11 ~ k[32], 12 ~ k[41], 13 ~ k[19],
14 - k[47], &r8, &ri6, &r22, &r30) ;

s2 (13 - k[33], 14 -~ k[12], ~ k[3], 16 ~ k[54], 17 ~ k[20],
18 - k[25], &ri2, &r27, &rl &ri7);

s3 (17 - k[34], 18 ~ k[6], 19 ~ k[39], 110 ~ k[40], 111 - k[55],
112 ~ k[11], &r23, &r15, &r29, &r5);

s4 (111 - k[10], 112 - k[4], 113 - k[5], 114 - k[13], 115 - k[46],
116 ~ k[26], &r25, &ri19, &r9, &r0);

s5 (115 ~ k[44], 116 - k[35], 117 ~ k[29], 118 ~ k[16], 119 ~ k[0],
120 ~ k[1], &r7, &ri3, &r24, &r2);

s6 (119 ~ k[22], 120 - k[37] 121 - k[28], 122 ~ k[45], 123 - k[43],

124 - k[7], &r3, &r2s8, &rlO &ri8);
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s6 (r19 - k[8], r20 ~ k[23], r21 - k[14], r22 ~ k[31], r23 ~ k[29],
r24 - k[52], 13, %128, %110, &118);

s7 (r23 ~ k[51], r24 - k[0], r25 ~ k[16], r26 ~ k[49], r27 ~ k[36],
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s8 (r27 ~ k[38], r28 ~ k([37], r29 ~ k[7], r30 ~ k[50], r31 ~ k[1],
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s4 (111 - k[10], 112 - k[4], 113 - k[5], 114 - k[13], 115 - k[46],
116 ~ k[26], &r25, &ri19, &r9, &r0);
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Anatomy of a block cipher
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ShiftRows
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Anatomy of a block cipher: Rectangle

Plaintext

€

(64 bits)

9‘_(6

SubColumn
ShiftRows

€

9‘_(5

SubColumn

ShiftRows

69‘_(6

SubColumn
ShiftRows

€

94_(6

Ciphertext (64 bits)

keyo
4 bits)

key:
4 bits)

keyaa
4 bits)

keyas
4 bits)

Usuba

node Rectangle (plain:b64,
key :b64[261)
returns (cipher:b64)
vars
state : b64
let
state = plain;
forall i in [0,24] {
state :=
ShiftRows (
SubColumn (
state ~ key[il

}
cipher = state " key[25]
tel
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Anatomy of a block cipher: Rectangle

Plaintext
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ShiftRows
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ShiftRows
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Ciphertext (64 bits)

keyo
4 bits)

key:
4 bits)

keyaa
4 bits)

keyas
4 bits)

Usuba

node Rectangle (plain(b64)
key $064[26D)

returns (cipher
vars

state : b64
let
state = plain;
forall i in [0,24] {
state :=
ShiftRows (
SubColumn (
state " key[il
)

}
cipher = state " key[25]
tel
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4 bits)

Usuba

node Rectangle (plain:b64,
key :b64[261)
returns (cipher:b64)
vars
state : b64
let
state = plain;

forall i in [0,24] &

state :=
SubColumm
)
)

}
cipher =<gfate ~ key[Z5}

tel
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4 bits)

Usuba

node Rectangle (plain:b64,
key :b64[261)
returns (cipher:b64)
vars
state : b64
let
state = plain;
forall i in [0,24] {
state :=
ShiftRows (
SubColumn (
state(:)key[i]
)

}
cipher = state(")key[25]
tel
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Anatomy of a block cipher: Rectangle

ShiftRows

void ShiftRows(int a[64], int b[64]) {

b[0] = al0];
b[1] = al1l;
b[2] = al2];
b[3] = al3];
b[4] = al4];
b[5] = al5];
b[59] = a[56];
b[60] = a[57];
b[61] = a[58];
b[62] = a[59];
b[63] = al[60];
}

7/42



Anatomy of a block cipher: Rectangle Copy propagation

ShiftRows a = b
x = f(a)
void ShiftRows(int a[64], int b[64]) {
b[0] = al0];
b[1] = al1l;
3 = b[2] = a[2];
3 = b[3] = al3];
E = bl4] = al4l;
= = b[s] = a[b];
= = b[59] = al56];
E = b[60] = a[57];
= = bl61] = a[58];
3 = b[62] = a[59];
E = b[63] = al60];
= = }
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Anatomy of a block cipher: Rectangle Copy propagation

ShiftRows a = b
—s x = f(b)
x = f(a)
void ShiftRows(int a[64], int b[64]) {

b[0] = al0];

b[1] = al1l;
3 = b[2] = a[2];
3 = b[3] = al3];
E = bl4] = al4l;
= = b[s] = a[b];
= = b[59] = al56];
E = b[60] = a[57];
E = b[61] = a[68];
3 = b[62] = a[59];
E = b[63] = al60];
= = }
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Anatomy of a block cipher: Rectangle

ShiftRows

node ShiftRows (input:ul6x4)
returns (out:ui6x4)
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Anatomy of a block cipher: Rectangle
ShiftRows

E = node ShiftRows (input:ul6x4)
E = returns (out:ul6x4)

E = let

E = out[0] = input[0];

g E tel
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Anatomy of a block cipher: Rectangle
ShiftRows

= = node ShiftRows (input:ul6x4)
= = returns (out:ui6x4)

= = let

3 = out [0] = input[0];

E = out[1] input[1] <<< 1;

= = tel

7/42



Anatomy of a block cipher: Rectangle
ShiftRows

E = node ShiftRows (input:ul6x4)
E = returns (out:ul6x4)

= = let

3 = out [0] = input[0];

E = out[1] input[1] <<< 1;
E = out[2] = input[2] <<< 12;

= = tel
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Anatomy of a block cipher: Rectangle
ShiftRows

= = node ShiftRows (input:ul6x4)
= = returns (out:ui6x4)

= = let

3 = out [0] = input[0];

E = out[1] = input[1] <<< 1;
g E out[2] = input[2] <<< 12;
E = out[3] = input[3] <<< 13
E = tel

7/42



Anatomy of a block cipher: Rectangle

SubColumn

The S-box used in RECTANGLE is a 4 bit to 4bit Sbox § : Ff — Fi. The action of this S-box in
hexadecimal notation is given by the following table.

|5 ] ] [ S [ (51 [
[SEy[e]s[CTATLI]E]T]

0 =7

Caution: lookup tables are vulnerable to cache-timing attacks!
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SubColumn
The S-box used in RECTANGLE is a 4 bit to 4bit Sbox § : Ff — Fi. The action of this S-box in
hexadecimal notation is given by the following table.

[z [[oT1T21sT4al5]6]%T8]9JA[BICIDIE[F]

[S[[6]s[CTA[1[E[7]9[BJo]3[D[8[F[4[2]
a0 TDT) > b0
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Anatomy of a block cipher: Rectangle

SubColumn

The S-box used in RECTANGLE is a 4 bit to 4bit Sbox § : Ff — Fi. The action of this S-box in
hexadecimal notation is given by the following table.

[z o]i]2z]8]a][s][6][7[8[9a[A[B[C|[D[E[F]
[ [[6]s[ClA1[E[7[o[BJo[3[D[8[F[4]2]
void SubColumn(int *a0, int =*al,
int *a2, int *a3) {
int t1, t2, t3, tb, t6, t8, t9, ti1;
int a0_ = *a0; int al_ = *al;
tl = “*al; t2 = *xa0 & t1; t3 = *a2 ~ *a3;
*a0 = t2 ~ t3; t5 = *xa3 | ti; t6 = a0_ ~ tb;
*al = *xa2 ~ t6; t8 = al_ ~ *a2; t9 = t3 & t6;
*a3 = t8 ~ t9; t11l = *xa0 | t8; *a2 = t6 ~ tiil;
}
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Anatomy of a block cipher: Rectangle

SubColumn

The S-box used in RECTANGLE is a 4 bit to 4bit Sbox § : Ff — Fi. The action of this S-box in
hexadecimal notation is given by the following table.

[= [o[i[2[3[4[5
[SE[6]s[CTATITE

=

table SubColumn (a:v4)
returns (b:v4) {
6, 5, 12, 10, 1, 14, 7, 9,
11, o0, 3, 13, 8, 15, 4, 2
}
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Anatomy of a block cipher: Rectangle

SubColumn
The S-box used in RECTANGLE is a 4 bit to 4bit Sbox § : Ff — Fi. The action of this S-box in
hexadecimal notation is given by the following table.
[[= [JoJ1[2[3[4]5]6[7[8[9[A[BIC|IDJ[E[F]
[ [[6]s[ClA1[E[7[o[BJo[3[D[8[F[4]2]
table SubColumn (a:v4) node SubColumn (a:
returns (b:v4) { returns (b:
6, b5, 12, 10, 1, 14, 7, 9, let
11, o0, 3, 13, 8, 15, 4, 2
} tel
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Anatomy of a block cipher: Rectangle

SubColumn

The S-box used in RECTANGLE is a 4 bit to 4bit Sbox § : Ff — Fi. The action of this S-box in
hexadecimal notation is given by the following table.

z [[0[1]2][3][4]5
[SEy[e]s[CTAJL]E

=

database

table SubColumn (a:v4) node SubColumn (a:v4)
returns (b:v4) { /—\ returns (b:v4)
6, 5, 12, 10, 1, 14, 7, 9, let
11, 0, 3, 13, 8, 15, 4, 2 \/
tel
} BDD

[Pornin01]
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Anatomy of a block cipher

The whole cipher

node ShiftRows (input: )
returns (out: )
let
out [0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13
tel

table SubColumn (input:v4)
returns (out:v4) {

6, 5, 12, 10, 1, 14, 7, 9,

11, 0, 3, 13, 8, 15, 4, 2

node Rectangle (plain: ,
key
returns (cipher:
vars
state :
let
state = plain;
forall i in [0,24] {
state :=
ShiftRows(
SubColumn (
state ~ keyl[i]
)

}
cipher = state ~ key[25]
tel
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Usuba

node ShiftRows (input: )
returns (out: )
let
out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13
tel

table SubColumn (input:
returns (out:v4)

6, 5, 12, 10, 1, 14,

i1, 0, 3, 13, 8, 15,

node Rectangle (plain: )
k. N

ey
returns (cipher:
vars
state :

state = plain;
forall i in [0,24] {
state :=
ShiftRows (
SubColumn(
state " key[i]

)
}
cipher = state "~ key[25]

Cfile
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Usuba

node Rectangle (plain: )
node ShiftRows (input: ) ey :
returns (out: ) returns (cipher: )
let vars
out[0] = input[0]; state :
out[1] = input[1] <<< 1; t .
out[2] = input[2] <<< 12; state = plain;
out[3] = input[3] <<< 13 forall i in [0,24] {
tel state :=
ShiftRows (
SubColumn (
state " key[i]
table SubColumn (input:v4)
returns (out:v4) { )
6, 5, 12, 10, 1, 14, 7, 9,
N 11, 0, 3, 13, 8, 15, 4, 2 cipher = state "~ key[25]
1
o
)
)
Q
(2]
C
(optimized)
Readability

Cfile
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Usuba

Speed

node ShiftRows (input: )
returns (out: )

out[0] =

input [0] ;

out[1] input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13

node Rectangle (plain:

ey
returns (cipher:
vars
state :
t

state = plain;
forall i in [0,24] {
state :=

ShiftRows (
SubColumn(
state " key[i]

table SubColumn (input:v4)
returns (out:v4) { )
6,5, 12, 10, 1, 14, 7, 9, }
11, 0, 3, 13, 8, 15, 4, 2 cipher = state " key[25]
¥ tel
©
(optimized) Usuba
Readability

Cfile

® High-level

® Fast
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Usuba

Speed

node ShiftRows (input: )
returns (out: )
let
out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;

node Rectangle (plain: )

ey
returns (cipher:
vars
state :
t

state = plain;

out [3] input[3] <<< 13 forall i in [6,24] {
tel state :=
ShiftRows(
SubColumn (
state " key[i]
table SubColumn (input:v4)
returns (out:v4) { )
6, 5, 12, 10, 1, 14, 7, 9, }
N 11, 0, 3, 13, 8, 15, 4, 2 N cipher = state ~ key[25]
Usuba
(AVX512)
C
(optimized) Usuba
Readability

Cfile

® High-level
® Fast

® Generic
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Limitation of bitslicing: spilling

64 bits

64

‘ variables
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Limitation of bitslicing: spilling

64 bits

16
registers
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Limitation of bitslicing: spilling

64 bits

\_‘Y .

64
U ‘ variables >> 16
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s : node ShiftRows (input:ul6x4)
VSIIClng let out[0] = input[0];
ShiftRows in vertical mode out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13;

(out:ui6x4)

tel

16 bits

plaintexts
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717

SSE registers

128 bits = 8 x 16 bits
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SSE registers
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vslicing

ShiftRows in vertical mode

16 bits

node ShiftRows
let out[0] =
out[1] =
out[2] =
out[3] =

(input:ul6x4) : (out:ul6x4)

input [0];
input[1] <<< 1;
input [2] <<< 12;
input [3] <<< 13;

tel

pleintexts _

<<< 1

SSE registers

<<< 12 <<< 12

<<< 12

<<< 12 <<< 12

<<< 12

<<< 12 <<< 12

SSE instructions: _mm_s11i_epi16, _mm_or_sil128

128 bits = 8 x 16 bits

mm_srli_epil6
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vslicing

ShiftRows in vertical mode
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SSE registers
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node ShiftRows
out[0] =
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out[2] =
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input [0];

input[1] <<< 1;
input [2] <<< 12;
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SSE instructions: _mm_s11i_epi16, _mm_or_sil128

128 bits = 8 x 16 bits
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mm_srli_epil6
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hslicing [Kasper(9]

ShiftRows in horizontal mode

16 bits

node ShiftRows (input:ul6x4)
let out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out [3] = input[3] <<< 13;

(out

:ul6x4)

tel

plaintexts

L111"

SSE registers

>
8 bits

128 bits = 16 x 8 bits
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ShiftRows in horizontal mode
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ShiftRows in horizontal mode
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. - node ShiftRows (input:ul6x4) : (out:ul6x4)
hShCIHg [Kasper09] let out[0] = inpﬁt [01;

ShiftRows in horizontal mode out [1] input[1] <<< 1;
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hslicing [Kasper(9]

ShiftRows in horizontal mode

16 bits

node ShiftRows
let out[0] =
out[1] =
out[2] =
out[3] =

(input:ul6x4)
input [0];
input[1] <<< 1;
input [2] <<< 12;
input [3] <<< 13;
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. e node ShiftRows (input: ) : (out:
hShCIHg [Kasperog] let out[0] = input[0];
ShiftRows in horizontal mode out[1] input[1] <<< 1;
out[2] = input[2] <<< 12;
out [3] input[3] <<< 13; tel
16 bits
plaintexts I I l ||
O|l1|2)|3|4|5|6]7]8]9|10]j11]12]|13|14]|15
16|17 11811912021 |22|23]24|25|26]|27]|28]29|30]31
SSE registers
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hslicing [Kasper(9]

node ShiftRows

(input:

)

(out:

let out[0] = input[0];
ShiftRows in horizontal mode out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out [3] = input[3] <<< 13; tel
1617 (1819|2021 |22|23|24|25|26|27|28|29|30|31
17118(19120|21|22|23|24|25]|26|27|28|29|30(31]16

SSE instruction: __m128i _mm_shuffle_epi8 (__m128i input, __m128i pattern)
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node ShiftRows (input: ) : (out: )

hslicing [Kasper(9]

let out[0] = input[0];
ShiftRows in horizontal mode out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;

out [3] input[3] <<< 13; tel
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SSE instruction: __m128i _mm_shuffle_epi8 (__m128i input, __m128i pattern)
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s e node ShiftRows (input: ) : (out:
hShCIHg [Kasperog] let out[0] = inpﬁt [o]l;
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Slicing in Usuba
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Usuba: polymorphism

tel

node ShiftRows (input: )
returns (output: )
let
out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out [3] = input[3] <<< 13
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Usuba: polymorphism

returns
let

out[0] =

out[1] =

out[2] =

out[3] =
tel

node ShiftRows (inputCul6xl)

(outputu16x4)

input [0];

input [1] <<< 1;

input [2] <<< 12;
input [3] <<< 13

16 /42



Usuba: polymorphism

node ShiftRows (input:up
returns (output:up )
let
out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out [3] = input[3] <<< 13
tel
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input [3] 13
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Usuba: polymorphism

node ShiftRows (input:upl6x4)
returns (output:upl6x4)
let
out[0] = input[0];
out[1] = input[1]
out[2] = input[2]
out[3] = input[3]
tel

uy 16x4
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Usuba: polymorphism

tel

node ShiftRows (input:up )
returns (output:up )
let
out[0] = input[0];
out[1] = input[1]
out[2] = input[2]
out[3] = input[3]

hslicing

shuffles

vslicing

shifts
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Usuba: polymorphism

node ShiftRows (input:up )
returns (output:up )
let
out[0] = input[0];
out[1] = input[1]
out[2] = input[2]
out[3] = input[3

tel

vslicing

renaming shuffles shifts

16 /42



Monomorphization

node Rectangle (plain : ul6x4, key : ul6x4[26]) returns (cipher : ul6x4)
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Monomorphization
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node Rectangle (plain : ul6x4, key : ul6x4[26]) returns (cipher : ul6x4)
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Compiling for High-end
SIMD Architectures

ﬂ

[ Speed-optimized compilation }

High-End CPUs
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ZZAUsuba + scheduling bitslice
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Scheduling bitsliced code: evaluation
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SChedU.hng mSliced COde node my_cipher (a,b:b4) returns (y:b4)
let forall i in [0, 3] {

tmp = " alil;
yl[il = tmp ~ blil;
} tel
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time 22 /42

Maximizing instruction-level parallelism
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Scheduhng msliced code node my_cipher (a,b:b4) returns (y:b4)
. . . let forall i in [0, 3] {
Maximizing instruction-level parallelism tmp = ~ alil;
y[i]l = tmp ~ b[il;
} tel

b ———( )+

« A, %0

b ——(

a @/ 7

b ().

* L %

b (D

“ —A) 3

time

22/42



Higher is better
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Interleaving

Exploiting superscalar CPUs

X0
X1
X2
X3

node my_cipher (x:
let y[0] = x[0];
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Interleaving

Exploiting superscalar CPUs

let yl[0] = x[0];
y[1] = y[0] - x[1];
y[2] = y[1] - x[2];
y[31 = y[2] - x[31;
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High-End CPUS: conclusion

‘ Usuba \

[ Speed-optimized compilation }

High-End CPUs

e Fastciphers
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Thwarting Power-Based
Side-channel Attacks

Side-channel countermeasures

Embedded CPUs

e Power-analysis security

Collaboration with Raphaél Wintersdorff, Sonia Belaid and Matthieu Rivain (CryptoExperts)
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Side-channel attacks

Power-based attacks

OO0

= (0]0]0)
= 0]0]0;}
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Probing model [Ishai03]

Modeling power-based side-channel attacks
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Boolean masking

Random values (“shares”)

Al

XO X1, ...,X
such that

XPxX1D...Dxp, =X
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Masking a circuit
Gadgets
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Masking a circuit

The need for refreshes

x = rl " a
y = x ~b
z =y ~ri
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Tornado

Optimization

N

Usuba Usuba0 Usuba0
Normalization Masking Codg
Optimization generation

Usuba0 Usuba0 ¢

(+ gadgets)

Encoding Decoding
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Tornado

’ Usuba
node f(il, i2, i3, i4, i5 : )

returns (out : )
let
tl = (i1 <<< 9) & (i2 <<< 24);
t2 (i3 << 1) = (i4 >> 31);
t3 = i2 © t1;
t4 t3 & t2;
t5 = t3 "~ t2;
t6 = (t2 <<< 3) & t5;
out = t4 ~ t6;

tel
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Tornado

o |

|

Normalization
Optimization

|

’ Usuba0 ‘

node f(il, i2, i3, i4, i5 :

returns (out

vars x1, x2, x3, x4, x5, x6,

)

tl, t2, t3, t4, tb :

let
t1
t2
x1
t3

td =

x2
x3
x4
x5
tb
x6

out

tel

i1
i2
t1
i1
i4
t2
i2
x3
x3
x2
t5

<K< 9;
<K< 24;
& t2;
<< 1;
>> 31;
T t4;
- ox1;
& x2;
T x2;
<< 3;
& x5;

x4 ~ x6;
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Tornado

o |

|

Normalization
Optimization

|

’ Usuba0 ‘

Encoding

ﬁghtPR?EEE)

rs=32

in i1 i2 i3 i4 ib

tl =il << 9
t2 = 12 << 24
tl = and t1 t2
t3 = i3 < 1
t4 = i4 >> 31
t2 = xor t3 t4
t3 = xor i2 t1
t4 = and t3 t2
tb = xor t3 t2
th = t2 << 3
t6 = and t5 tb
out = xor t4 t6
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t2 = xor t3 t4
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_r = ref(t
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Tornado

T

Normalization

Optimization
’ Usuba0 ‘ ’ Usuba0
Encoding Decoding
tightPROVE+

node f(il, i2, i3, i4, i5 :
returns (out : )
vars x1, x2, x3, x4, x5, x6
tl, t2, t3, t4, tb,
let
tl = i1 <K< 9;
t2 = i2 <<< 24;
x1 = t1 & t2;
t3 = il << 1;
t4d = i4 >> 31;
X2 = t2 © t4;
x3 = i2 ~ x1;
x4 = x3 & x2;
x5 = x3 7 x2;

th = x2 <<< 3;

x6 = t5 §G5_1)

out = x4 ~ x6;
tel
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Tornado

NS = Number of Shares

’ Usuba ‘ ’ Usuba0

|

Normalization

naned Masking
Optimization
’ Usuba0 ‘ ’ Usuba0
Encoding Decoding
tightPROVE+

node f(il, i2, i3, i4, ib5 : [N§ﬁ)
returns (out : [NS])
vars x1, x2, x3, x4, x5, x6,
tl, t2, t3, t4, t5, x5_r : [NS]
let

[ t1[NS] = i1[NS]
for i in [0..NS-1]{ t2[NS] = i2[NS]
x1 = MASKED_AND(t1, t2);
for i in [0..NS-1]{ t3[NS] = i3[NS]
for i in [0..NS-1]{ t4[NS] = i4[NS]
for i in [0..NS-1]{ x2[NS] = t3[NS]
for i in [0..NS-1]{ x3[NS] = i2[NS]
x4, ~ESKED_ANDGS, 5203
for i in [0..NS-1]{ x5[NS] = x3[NS]
xb5_r
for i in [0..NS-1]{ t5[NS] = x2[NS]
x6 = MASKED_AND(t5, x5_r);

for i in [0..NS-1]{ out[NS] = x4[NS] ~ x6[NS] }

tel

<< 9 }
<K< 24 %}

<< 1}
>> 31}
~ t4[NS] }
~ x1[NS] }
~ x2[NSs] }

<< 3 }
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Tornado

Optimization

N

’ Usuba ‘ ’ Usuba0

|

Normalization

canedn Masking
Optimization
’ Usuba0 ‘ ’ Usuba0
Encoding Decoding
tightPROVE+

|

’ Usuba0 ‘

node f(i1l, i2, i3, i4, i5 : [NST)
returns (out : [NS1)

vars x1, x2, x3, x4, x5, x6,
t1, t2, t3, t4, t5, xb6_r : [NS]

let

tel

for i in [0 .. NS-11{

t1[NS] = i1[NS]
t2[NS] = i2[NS]
t3[NS] = i3[NS]
t4[NS] = i4[NS]
x2[NS] = t3[Ns]
t5[NS] = x2[NS]

}

x1 = MASKED_AND(t1,

<K< 9;
<< 24;
<< 1;

>> 31;

" t4[NS];
<< 3;

t2);

for i in [0 .. NS-11{

x3[NS] = i2[NS]
x5[NS] = x3[NS]
}
x4 = MASKED_AND(x3,
x5_r = REFRESH(x5);
x6 = MASKED_AND(t5,

for i in [0..NS-1]{ out[NS] = x4[NS]

~ x1[NS];
~ x2[NS];

x2);

x5_1);

~ x6[NS] }
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Tornado

Optimization void f (int i1[NS], int i2[NS], int i3[NS],
int i4[NS], int i5[NS], int out[NS]) {
/\ int _t1_[NS],_t2_[NS],_t3_,_t4_,_t5_[NS],x1[NS],
’ e ‘ ’ Usubad ‘ ’ Usubao x2[NS1,x3[NS],x4[NS], x5 [NS],x6[NS] ,x5_r[NS];
for (int i = 0; i <= (NS - 1); i++) {
‘ ‘ _t1_[i] = L_ROTATE(i1[i],9,32);
_t2_[i] L_ROTATE(i2[i],24,32);
Normalization Masking Code _t3_ = L_SHIFT(i3[i],1,32);
Optimization
’ Usuba0 ‘ ’ Usuba0 ‘

generation _t4_ = R_SHIFT(i4[il,31,32);
x2[1] = XOR(_t3_,_t4_);
_t5_[i] = L_ROTATE(x2[i]l,3,32); }
C MASKED_AND(x1,_t1_,_t2_);
(+ gadgets) for (int i = 0; i <= (NS - 1); i++) {
} x3[i] = XOR(i2[il,x1[i]);
x5[i] = XOR(x3[i],x2[i]); }
Encoding Decoding MASKED_AND (x4,x3,x2) ;
REFRESH(x5_r,x5) ;
MASKED_AND(x6,_t5_,x5_1);
tightPROVE+ for (int i = 0; i <= (NS - 1); i++) {
~ out[i] = XOR(x4[i],x6[i]); }
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Tornado

Optimization

N

Usuba Usuba0 Usuba0
Normalization Masking Codg
Optimization generation

Usuba0 Usuba0 ¢

(+ gadgets)
]. cc

Encoding Decoding %

. Assembly /
tightPROVE+ Binary

stmfd sp!, {r4, r5, r6, r7, 8, \

sub
sub
sub
add
sub
mov
mov
mov
sub
sub
sub
add
add
add

.L19:

1ldr
ldr
mov
orr

r9, r10, fp, 1lr}

sp, sp, #5056
sp, sp, #36
r5, rl, #4
rl, sp, #2048
r6, rl, #12
fp, r6

rl10, rb5

r4, #0

r0, rO, #4
r2, r2, #4
r3, r3, #4
r9, sp, #4
r8, sp, #5612
r7, sp, #1020

ri, [r2, #4]!

ip, [r3, #4]!

rl, rl, asl #1

rl, rl, ip, lsr #31
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Tornado: conclusion
} Usuba \

[ Side-channel countermeasures J

Embedded CPUSW

e Power-analysis security J
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Usuba

-

Tornado: conclusion }

e Boolean Masking
e tightPROVE?

EmbeddedCPUsW

® Provable power-analysis security
e Very high masking orders
e Secure implems of NIST LWC ciphers

[EuroCrypt’20]
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Thwarting Fault Attacks and
Power-Based Side-channel Attacks

SKIVA
.

Collaboration with Pantea Kiaei, Patrick Schaumont (Worcester Polytechnic Institute) and Karine Heydemann (LIP6)
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Threat model

Time-based SCA
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Aggregated bitslice model
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Timing attacks x Data faults X Power analysis x Control faults X
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Redundancy generation

/ Redundancy checking
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SKIVA: conclusion
Usuba \

SKIVA
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