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Wider registers ⇒ More parallelism
(SSE, AVX, AVX2, AVX-512, . . . )
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s2 (l3 ^ k[5], l4 ^ k[41], l5 ^ k[32], l6 ^ k[26], l7 ^ k[17],
l8 ^ k[54], &r12, &r27, &r1, &r17);

s3 (l7 ^ k[6], l8 ^ k[3], l9 ^ k[11], l10 ^ k[12], l11 ^ k[27],
l12 ^ k[40], &r23, &r15, &r29, &r5);

s4 (l11 ^ k[39], l12 ^ k[33], l13 ^ k[34], l14 ^ k[10], l15 ^ k[18],
l16 ^ k[55], &r25, &r19, &r9, &r0);

s5 (l15 ^ k[16], l16 ^ k[7], l17 ^ k[1], l18 ^ k[43], l19 ^ k[31],
l20 ^ k[28], &r7, &r13, &r24, &r2);

s6 (l19 ^ k[49], l20 ^ k[9], l21 ^ k[0], l22 ^ k[44], l23 ^ k[15],
l24 ^ k[38], &r3, &r28, &r10, &r18);

s7 (l23 ^ k[37], l24 ^ k[45], l25 ^ k[2], l26 ^ k[35], l27 ^ k[22],
l28 ^ k[14], &r31, &r11, &r21, &r6);

s8 (l27 ^ k[51], l28 ^ k[23], l29 ^ k[52], l30 ^ k[36], l31 ^ k[42],
l0 ^ k[8], &r4, &r26, &r14, &r20);

s1 (r31 ^ k[39], r0 ^ k[3], r1 ^ k[18], r2 ^ k[27], r3 ^ k[5],
r4 ^ k[33], &l8, &l16, &l22, &l30);

s2 (r3 ^ k[19], r4 ^ k[55], r5 ^ k[46], r6 ^ k[40], r7 ^ k[6],
r8 ^ k[11], &l12, &l27, &l1, &l17);

s3 (r7 ^ k[20], r8 ^ k[17], r9 ^ k[25], r10 ^ k[26], r11 ^ k[41],
r12 ^ k[54], &l23, &l15, &l29, &l5);

s4 (r11 ^ k[53], r12 ^ k[47], r13 ^ k[48], r14 ^ k[24], r15 ^ k[32],
r16 ^ k[12], &l25, &l19, &l9, &l0);

s5 (r15 ^ k[30], r16 ^ k[21], r17 ^ k[15], r18 ^ k[2], r19 ^ k[45],
r20 ^ k[42], &l7, &l13, &l24, &l2);

s6 (r19 ^ k[8], r20 ^ k[23], r21 ^ k[14], r22 ^ k[31], r23 ^ k[29],
r24 ^ k[52], &l3, &l28, &l10, &l18);

s7 (r23 ^ k[51], r24 ^ k[0], r25 ^ k[16], r26 ^ k[49], r27 ^ k[36],
r28 ^ k[28], &l31, &l11, &l21, &l6);

s8 (r27 ^ k[38], r28 ^ k[37], r29 ^ k[7], r30 ^ k[50], r31 ^ k[1],
r0 ^ k[22], &l4, &l26, &l14, &l20);

s1 (l31 ^ k[53], l0 ^ k[17], l1 ^ k[32], l2 ^ k[41], l3 ^ k[19],
l4 ^ k[47], &r8, &r16, &r22, &r30);

s2 (l3 ^ k[33], l4 ^ k[12], l5 ^ k[3], l6 ^ k[54], l7 ^ k[20],
l8 ^ k[25], &r12, &r27, &r1, &r17);

s3 (l7 ^ k[34], l8 ^ k[6], l9 ^ k[39], l10 ^ k[40], l11 ^ k[55],
l12 ^ k[11], &r23, &r15, &r29, &r5);

s4 (l11 ^ k[10], l12 ^ k[4], l13 ^ k[5], l14 ^ k[13], l15 ^ k[46],
l16 ^ k[26], &r25, &r19, &r9, &r0);

s5 (l15 ^ k[44], l16 ^ k[35], l17 ^ k[29], l18 ^ k[16], l19 ^ k[0],
l20 ^ k[1], &r7, &r13, &r24, &r2);

s6 (l19 ^ k[22], l20 ^ k[37], l21 ^ k[28], l22 ^ k[45], l23 ^ k[43],
l24 ^ k[7], &r3, &r28, &r10, &r18);
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Anatomy of a block cipher: Rectangle
ShiftRows

void ShiftRows(int a[64], int b[64]) {

b[0] = a[0];

b[1] = a[1];

b[2] = a[2];

b[3] = a[3];

b[4] = a[4];

b[5] = a[5];

...

b[59] = a[56];

b[60] = a[57];

b[61] = a[58];

b[62] = a[59];

b[63] = a[60];

}

a = b

x = f(a)
x = f(b)

Copy propagation
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Anatomy of a block cipher: Rectangle
SubColumn

Caution: lookup tables are vulnerable to cache-timing attacks!
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Anatomy of a block cipher: Rectangle
SubColumn

void SubColumn(int *a0, int *a1,

int *a2, int *a3) {

int t1, t2, t3, t5, t6, t8, t9, t11;

int a0_ = *a0; int a1_ = *a1;

t1 = ~*a1; t2 = *a0 & t1; t3 = *a2 ^ *a3;

*a0 = t2 ^ t3; t5 = *a3 | t1; t6 = a0_ ^ t5;

*a1 = *a2 ^ t6; t8 = a1_ ^ *a2; t9 = t3 & t6;

*a3 = t8 ^ t9; t11 = *a0 | t8; *a2 = t6 ^ t11;

}
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Anatomy of a block cipher: Rectangle
SubColumn

table SubColumn (a:v4)

returns (b:v4) {

6, 5, 12, 10, 1, 14, 7, 9,

11, 0, 3, 13, 8, 15, 4, 2

}
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Anatomy of a block cipher
The whole cipher

node ShiftRows (input:u16x4)

returns (out:u16x4)

let

out[0] = input[0];

out[1] = input[1] <<< 1;

out[2] = input[2] <<< 12;

out[3] = input[3] <<< 13

tel

table SubColumn (input:v4)

returns (out:v4) {

6, 5, 12, 10, 1, 14, 7, 9,

11, 0, 3, 13, 8, 15, 4, 2

}

node Rectangle (plain:u16x4,

key :u16x4[26])

returns (cipher:u16x4)

vars

state : u16x4

let

state = plain;

forall i in [0,24] {

state :=

ShiftRows(

SubColumn(

state ^ key[i]

)

)

}

cipher = state ^ key[25]
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Usuba node ShiftRows (input:u16x4)
returns (out:u16x4)

let
out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13

tel

table SubColumn (input:v4)
returns (out:v4) {

6, 5, 12, 10, 1, 14, 7, 9,
11, 0, 3, 13, 8, 15, 4, 2

}

node Rectangle (plain:u16x4,
key :u16x4[26])

returns (cipher:u16x4)
vars

state : u16x4
let

state = plain;
forall i in [0,24] {

state :=
ShiftRows(

SubColumn(
state ^ key[i]

)
)

}
cipher = state ^ key[25]

tel

Usubac

C file

• High-level

• Fast

• Generic
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out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13

tel

table SubColumn (input:v4)
returns (out:v4) {

6, 5, 12, 10, 1, 14, 7, 9,
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}

node Rectangle (plain:u16x4,
key :u16x4[26])

returns (cipher:u16x4)
vars

state : u16x4
let
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forall i in [0,24] {
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ShiftRows(

SubColumn(
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)
)

}
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Usuba: polymorphism
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Scheduling bitsliced code: evaluation
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Scheduling msliced code
Maximizing instruction-level parallelism
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Interleaving
Exploiting superscalar CPUs

node my_cipher (x:b4) returns (y:b4)

let y[0] = x[0];
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Evaluation: bitslicing scaling
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High-End CPUS: conclusion

High-End CPUs

SKIVA

Usuba ● DSL for symmetric primitives
● Automatic bitslicing and mslicing

Speed-optimized compilation

● Fast ciphers
Embedded CPUs

● Power-analysis security

Side-channel countermeasures

● Side-channel security
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Thwarting Power-Based
Side-channel Attacks

High-End CPUs

Usuba

Side-channel countermeasures

Domain-specific optimizations
● Scheduling
● Interleaving

● On par with hand-tuned
● Scales with SIMD Embedded CPUs

● Power-analysis security

[PLDI’19]

SKIVA

● DSL for symmetric primitives
● Automatic bitslicing and mslicing

● Side-channel security

Collaboration with Raphaël Wintersdorff, Sonia Belaı̈d and Matthieu Rivain (CryptoExperts)
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Side-channel attacks
Power-based attacks

1 2 3

4 5 6

7 8 9

30 / 42



Probing model [Ishai03]
Modeling power-based side-channel attacks

a b c d e

z
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Boolean masking

x = (x0, x1, ..., xn)

such that

x0 ⊕ x1 ⊕ ...⊕ xn = x

Random values (“shares”)
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Masking a circuit
Gadgets
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Masking a circuit
The need for refreshes

x = r1 ^ a

y = x ^ b
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Tornado

Usuba

Usuba0 Usuba0

Usuba0 Usuba0

Normalization
Optimization

Encoding Decoding

Masking

Optimization

C
(+ gadgets)

tightPROVE+

Code
generation
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Tornado

Usuba
node f(i1, i2, i3, i4, i5 : u32)

returns (out : u32)

let

t1 = (i1 <<< 9) & (i2 <<< 24);

t2 = (i3 << 1) ^ (i4 >> 31);

t3 = i2 ^ t1;

t4 = t3 & t2;

t5 = t3 ^ t2;

t6 = (t2 <<< 3) & t5;

out = t4 ^ t6;

tel
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Tornado

Usuba

Usuba0

Normalization
Optimization

Encoding

tightPROVE+

rs=32

in i1 i2 i3 i4 i5

t1 = i1 <<< 9

t2 = i2 <<< 24

t1 = and t1 t2

t3 = i3 << 1

t4 = i4 >> 31

t2 = xor t3 t4

t3 = xor i2 t1

t4 = and t3 t2

t5 = xor t3 t2

t5 = t2 <<< 3

t6 = and t5 t5

out = xor t4 t6
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t1 = i1 <<< 9
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t1 = and t1 t2

t3 = i3 << 1

t4 = i4 >> 31

t2 = xor t3 t4

t3 = xor i2 t1

t4 = and t3 t2

t5 = xor t3 t2

t5_r = ref(t5)

t5 = t2 <<< 3

t6 = and t5 t5_r

out = xor t4 t6
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Tornado

Usuba

Usuba0 Usuba0

Normalization
Optimization

Encoding Decoding

tightPROVE+

node f(i1, i2, i3, i4, i5 : u32)

returns (out : u32)

vars x1, x2, x3, x4, x5, x6

t1, t2, t3, t4, t5, x5_r : u32

let

t1 = i1 <<< 9;

t2 = i2 <<< 24;

x1 = t1 & t2;

t3 = i1 << 1;

t4 = i4 >> 31;

x2 = t2 ^ t4;

x3 = i2 ^ x1;

x4 = x3 & x2;

x5 = x3 ^ x2;

x5_r = refresh(x5);

t5 = x2 <<< 3;

x6 = t5 & x5_r;

out = x4 ^ x6;

tel
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Tornado

Usuba

Usuba0 Usuba0

Usuba0

Normalization
Optimization

Encoding Decoding

Masking

tightPROVE+

node f(i1, i2, i3, i4, i5 : u32[NS])

returns (out : u32[NS])

vars x1, x2, x3, x4, x5, x6,

t1, t2, t3, t4, t5, x5_r : u32[NS]

let

for i in [0..NS-1]{ t1[NS] = i1[NS] <<< 9 }

for i in [0..NS-1]{ t2[NS] = i2[NS] <<< 24 }

x1 = MASKED_AND(t1, t2);

for i in [0..NS-1]{ t3[NS] = i3[NS] << 1 }

for i in [0..NS-1]{ t4[NS] = i4[NS] >> 31 }

for i in [0..NS-1]{ x2[NS] = t3[NS] ^ t4[NS] }

for i in [0..NS-1]{ x3[NS] = i2[NS] ^ x1[NS] }

x4 = MASKED_AND(x3, x2);

for i in [0..NS-1]{ x5[NS] = x3[NS] ^ x2[NS] }

x5_r = REFRESH(x5);

for i in [0..NS-1]{ t5[NS] = x2[NS] <<< 3 }

x6 = MASKED_AND(t5, x5_r);

for i in [0..NS-1]{ out[NS] = x4[NS] ^ x6[NS] }

tel

NS = Number of Shares
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Usuba

Usuba0 Usuba0

Usuba0 Usuba0

Normalization
Optimization

Encoding Decoding

Masking

Optimization

tightPROVE+

node f(i1, i2, i3, i4, i5 : u32[NS])

returns (out : u32[NS])

vars x1, x2, x3, x4, x5, x6,

t1, t2, t3, t4, t5, x5_r : u32[NS]

let

for i in [0 .. NS-1]{

t1[NS] = i1[NS] <<< 9;

t2[NS] = i2[NS] <<< 24;

t3[NS] = i3[NS] << 1;

t4[NS] = i4[NS] >> 31;

x2[NS] = t3[NS] ^ t4[NS];

t5[NS] = x2[NS] <<< 3;

}

x1 = MASKED_AND(t1, t2);

for i in [0 .. NS-1]{

x3[NS] = i2[NS] ^ x1[NS];

x5[NS] = x3[NS] ^ x2[NS];

}

x4 = MASKED_AND(x3, x2);

x5_r = REFRESH(x5);

x6 = MASKED_AND(t5, x5_r);

for i in [0..NS-1]{ out[NS] = x4[NS] ^ x6[NS] }
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Tornado

Usuba

Usuba0 Usuba0

Usuba0 Usuba0

Normalization
Optimization

Encoding Decoding

Masking

Optimization

C
(+ gadgets)

tightPROVE+

Code
generation

void f (int i1[NS], int i2[NS], int i3[NS],

int i4[NS], int i5[NS], int out[NS]) {

int _t1_[NS],_t2_[NS],_t3_,_t4_,_t5_[NS],x1[NS],

x2[NS],x3[NS],x4[NS],x5[NS],x6[NS],x5_r[NS];

for (int i = 0; i <= (NS - 1); i++) {

_t1_[i] = L_ROTATE(i1[i],9,32);

_t2_[i] = L_ROTATE(i2[i],24,32);

_t3_ = L_SHIFT(i3[i],1,32);

_t4_ = R_SHIFT(i4[i],31,32);

x2[i] = XOR(_t3_,_t4_);

_t5_[i] = L_ROTATE(x2[i],3,32); }

MASKED_AND(x1,_t1_,_t2_);

for (int i = 0; i <= (NS - 1); i++) {

x3[i] = XOR(i2[i],x1[i]);

x5[i] = XOR(x3[i],x2[i]); }

MASKED_AND(x4,x3,x2);

REFRESH(x5_r,x5);

MASKED_AND(x6,_t5_,x5_r);

for (int i = 0; i <= (NS - 1); i++) {

out[i] = XOR(x4[i],x6[i]); }

}
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Tornado

Usuba

Usuba0 Usuba0

Usuba0 Usuba0

Normalization
Optimization

Encoding Decoding

Masking

Optimization

C
(+ gadgets)

Assembly / 
Binary

gcc

tightPROVE+

Code
generation

f:

stmfd sp!, {r4, r5, r6, r7, r8, \

r9, r10, fp, lr}

sub sp, sp, #5056

sub sp, sp, #36

sub r5, r1, #4

add r1, sp, #2048

sub r6, r1, #12

mov fp, r6

mov r10, r5

mov r4, #0

sub r0, r0, #4

sub r2, r2, #4

sub r3, r3, #4

add r9, sp, #4

add r8, sp, #512

add r7, sp, #1020

.L19:

ldr r1, [r2, #4]!

ldr ip, [r3, #4]!

mov r1, r1, asl #1

orr r1, r1, ip, lsr #31

...
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Tornado: conclusion

High-End CPUs

Usuba

Side-channel countermeasures

Domain-specific optimizations
● Scheduling
● Interleaving

● On par with hand-tuned
● Scales with SIMD Embedded CPUs

● Power-analysis security

[PLDI’19]

SKIVA

● DSL for symmetric primitives
● Automatic bitslicing and mslicing

● Side-channel security
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Thwarting Fault Attacks and
Power-Based Side-channel Attacks

SKIVA

Usuba

Embedded CPUs

● Boolean Masking
● tightPROVE⁺

● Provable power-analysis security
● Very high masking orders
● Secure implems of NIST LWC ciphers

[EuroCrypt’20]

High-End CPUs

Domain-specific optimizations
● Scheduling
● Interleaving

● On par with hand-tuned
● Scales with SIMD[PLDI’19]

● DSL for symmetric primitives
● Automatic bitslicing and mslicing

● Side-channel security

Collaboration with Pantea Kiaei, Patrick Schaumont (Worcester Polytechnic Institute) and Karine Heydemann (LIP6)
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Aggregated bitslice model

b₁₅ b₁₄ b₁₃ b₁₂ b₁₁ b₁₀ b₉ b₈ b₇ b₆ b₅ b₄ b₃ b₂ b₁ b₀b₃₁ b₃₀ b₂₉ b₂₈ b₂₇ b₂₆ b₂₅ b₂₄ b₂₃ b₂₂ b₂₁ b₂₀ b₁₉ b₁₈ b₁₇ b₁₆

Timing attacks Data faults Power analysis Control faults✗ ✗ ✗ ✗
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Unrolling & Inlining

node ShiftRows_x2 (plain:b64)

returns (cipher:b64)

let

forall i in [0,1] {

plain = ShiftRows(plain)

}

cipher = plain

tel

ShiftRows ShiftRows
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Unrolling & Inlining - evaluation
Bitslicing throughput speedup
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SKIVA
Custom hardware for bitslice aggregation
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